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Identity theft has become a crime that affects 9 million Americans fllonakks of life
each year. The average victim spends 175 hours trying to combat the effdetsiof i
theft. | have compiled a response manual to help people save themselves the time of
researching exactly what to do if they ever were to become a victim. [$spatket,
hopefully you will never need it. But just like a fire extinguisher, keep it handyse c
the need ever arises. | suggest putting it in a kitchen drawer or a fibimgeta

When it comes to identity theft you have to move quickly. Your emotions will be running
high, and unfortunately remedying the situation can be confusing. Follow therstB{ss i
manual. Seek the advice and recommendations of the individual creditors involved in the
theft - they may have internal procedures you will want to be aware of.

If you don’t already have a copy of your credit report | advise you to gghyaright

now. After reviewing it place the report in a safe place, such as a daefedgit box. The
reason for this is that you will have a record of what your credit histokg ldae now;

giving you a map of where you need to get back to if the worst case scenario happens in
an ID theft situation. | also advise you to photocopy the front and back of everything in
your wallet. Place this with your credit report so in the event your walatdr lost or

stolen you will have the contact numbers on the back of your credit cards and you will
know what items were lost.

Preventative measures are the key to avoiding ID theft, so you will findiarsecthis
manual dedicated to preventing ID theft from occurring in the first pladee as many
precautions as you can. However, some circumstances are out of our personal control.
One example would be a security breach where a computer system containing our
personal information is infiltrated. Check out the preventative measure&detathis
manual so you can do your best to avoid ID theft happening to you.

Sincerely,

Patrick Ritchie
Author, The Credit Road Map

P.S. My booKThe Credit Road Mapan be ordered through my website at
www.TheCreditRoadMap.comither by credit card or by check with the downloadable
order form. There is also a DVD of my class on credit available for purchake on t
website. The book can also be foundamv.Amazon.conor atwww.REALTOR.org

on the Real Estate Bookshelf. Orders of 5 or more books qualify for discount pricing;
email me aPatrick@TheCreditRoadMap.coior details. There are free articles and
reports available on my website for you to view.
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Preventing Identity Theft

Don't give out personal information on the phone, through the mail or over the Internet unless
you've initiated the contact

Never carry your social security card on anything you could lose such as a pusadketr
Deposit outgoing mail in post office collection boxes or at your local post office, thtrer

in an unsecured mailbox. Promptly remove mail from your mailbox. If you'nmipig to be

away from home and can't pick up your mail, call the U.S. Postal Service at 1-800-275-8777
to request a vacation hold.

To thwart an identity thief who may pick through your trash or recycling bins to capture your
personal information, shred your charge receipts, copies of credit applications)dasura
forms, physician statements, checks and bank statements, expired chardeatgaisre
discarding, and credit offers you get in the mail. If you do not use the pre-screstied cr

card offers you receive in the mail, you can opt out by calling 1-888-5-OPTOUT (1-888-567-
8688) or go tavww.optoutprescreen.carRlease note that you will be asked for your Social
Security number in order for the credit bureaus to identify your file so that thegmmave

you from their lists and you still may receive some credit offersusecsome companies use
different lists from the credit bureaus’ lists.

Carry only the identification information and the number of credit and debit catdsthih
actually need.

Ask about information security procedures in your workplace or at businesses, doctor's
offices or other institutions that collect personally identifying informatiomfyou.

Give your SSN only when absolutely necessary. Ask to use other types of identifen
possible. If your state uses your SSN as your driver's license number, ask tateudrstither
number. Do the same if your health insurance company uses your SSN as your account
number.

Pay attention to your billing cycles. Follow up with creditors if your bills damive on time.

A missing bill could mean an identity thief has taken over your account and changed your
billing address to cover his tracks.

Be wary of promotional scams. Identity thieves may use phony offers to get yoe themn

your personal information

Pick up a copy oThe Credit Road Mafor a more in depth look at preventing ID theft

How do thieves steal an identity?

Identity theft starts with the misuse of your personally identifying infdonmauch as your name and
Social Security number, credit card numbers, or other financial account informatiade ity
thieves, this information is as good as gold.

Skilled identity thieves may use a variety of methods to get hold of your informatcluding:

1. Dumpster Diving. They rummage through trash looking for bills or other paper with your
personal information on it.

2. Skimming. They steal credit/debit card numbers by using a special storage device when
processing your card.

3. Phishing. They pretend to be financial institutions or companies and send spam or pop-up
messages to get you to reveal your personal information.

4. Changing Your Address.They divert your billing statements to another location by
completing a change of address form.

5. Old-Fashioned Stealing They steal wallets and purses; mail, including bank and credit card
statements; pre-approved credit offers; and new checks or tax information. Biey ste
personnel records, or bribe employees who have access.

6. Pretexting. They use false pretenses to obtain your personal information from financial
institutions, telephone companies, and other sources.



Introduction

When it comes to identity theft you have to create as much evidence as poswiblél ag going into

a courtroom to defend yourself; you want to have as much evidence as possible to prove your
innocence. Filing police reports, filling out the FTC ID theft complaint form, suibigni¢in affidavit

to creditors, saving all correspondence, along with tracking your actions and who you spdke to wi
create the evidence you need to prove you were a victim, not a perpetrator. Labis staly: 5

years down the road if a potential creditor or employer (yes, employers majoviaok at your

credit during the interviewing process or when you are up for promotion) asks you to explain and
document a derogatory account that stemmed from an ID theft, will you be prepailetieyjust
have to ‘take your word’ for it? Don't place yourself in the position to be presumed ((paittuse it

is not innocent until proven guilty in this arena), build your case, and protect youratoeditwith

your sanity.

Notify all businesses involved (even potentially) in the theftéud

Call and speak with someone in the security or fraud department of eaghrgorfollow up in
writing (see sample letters, request mailing address), and include ¢8@id originals) of
supporting documents. It is important to notify credit card companies and banksrg.vidend
your letters by certified mail, return receipt requested, so you can docunarthe/icompany
received and when. Keep a file of your correspondence and enclosures.

When you open new accounts, use new Personal Identification Numbers (PINs) amgsmssw
Avoid using easily available information like your mother's maiden name, ydhrdaite, the last
four digits of your Social Security number or your phone number, or a series ofudoresec
numbers.

If the identity thief has made charges or debits on your accounts, oabdsléntly opened
accounts, ask the company for the forms to dispute those transactions:

For charges and debits on existing accounts, ask the representative to send you the
company's fraud dispute forms. If the company doesn't have special forms, use the
sample letter to dispute the fraudulent charges or debits. In efiterarite to the
company at the address given for "billing inquiries," NOT the addreseifwling your
payments.

o Use the FTC affidavit at the back of this manual if the company doeswveits
own form.

For new unauthorized accounts, you should file a dispute directly with thEaogmND
file a report with the police (since you are not a customer you may naabedmvell by
the company). Provide a copy of the police report to the company.

o If the company has already reported these unauthorized accounts or debts
on your credit report, an Identity Theft Report from the police will require
them to stop reporting that fraudulent information.

Once you have resolved your identity theft dispute with the company, ask ftara let
stating that the company has closed the disputed accounts and has discharged the



fraudulent debts. This letter is your best proof if errors relating to tbaiat reappear
on your credit report or you are contacted again about the fraudulent debt.

File a police report

Call your local police department and tell them that you want to fé@art about your identity
theft. Ask them if you can file the report in person. If you cannot, ask ifarofile a report
over the internet or telephone. See below for information about Automefet&

If the police are reluctant to take your report, ask to file a "Mesgebus Incident" report, or try
another jurisdiction, like your state police. You also can check with yoerAttrney General's
office to find out if state law requires the police to take reportaiottity theft.

Be aware that you may have to file the police report in the jurigdiof the crime. This can get
tricky if the crime occurred online, be diligent and do not be afraid to agyelepartment in a
jurisdiction until one takes the report. The good news is that most lanwcenfent agencies are
now fully aware of the ramifications of ID theft; some even have deéscsipecifically assigned
to investigate ID theft. Filing a police report not only helps you, but it candsaipauthorities to
busting up ID theft rings by tracking patterns and matching up similar crimes. tasaevery
victim in a string of ID crimes shared the same doctor. When the police gpitieedoctor it
was discovered that the computer technician hired by the doctor had @iy stecial security
numbers of patients and selling them to thieves.

Ask the officer to attach or incorporate the ID Theft Complaint (anythinghave filed with the
company or the complaint filed with the FTC online) into their police repeitt them that you
need a copy of the Identity Theft Report (the police report with your ID Twefiplaint attached
or incorporated) to dispute the fraudulent accounts and debts createddsntitg thief. (In
some jurisdictions the officer will not be able to give you a copy of theafpolice report, but
should be able to sign your Complaint and write the police report number in the “Law
Enforcement Report” section.)

What do | do if the police only take reports about identity theft over he Internet or
telephone?

The FTC ID Theft Complaint has a special section for police reportsrthavafiled face-to-
face, to help you use it to supplement an automated police report. If you fileangplort online
or over the phone, complete the “Automated Report Information” block of the I The
Complaint. Attach a copy of any filing confirmation received from the police.

If you have a choice, however, you should file your police report in person and not use an
automated report. It is more difficult for the consumer reporting coyrngach information
provider to verify the information in an automated report, and they welitequire additional
information and/or documentation.

What do | do if the local police won't take a report?

There are efforts at the federal, state and local level toettzat local law enforcement agencies
understand identity theft, its impact on victims, and the importance afjtakpolice report.

However, we still hear that some departments are not taking reportolblaeriy tips may help
you to get a report if you're having difficulties:



Furnish as much documentation as you can to prove your case. Debt collection letters,
credit reports, a copy of your printed ID Theft Complaint, and other evidénce o
fraudulent activity can help demonstrate the legitimacy of your case.

Be persistent if local authorities tell you that they can't talepart. Stress the

importance of a police report; many creditors require one to resolve wputteli Remind
them that consumer reporting companies will automatically block the fentdaccounts
and bad debts from appearing on your credit report, but only if you can give them a copy
of the police report.

If you're told that identity theft is not a crime under your state lawtcafile a
Miscellaneous Incident Report instead.

If you can't get the local police to take a report, try your county §héttiat doesn't

work, try your state police. Beyond the state police try the stateettgemeral office or
the FBI.

Some states require the police to take reports for identity theftk@htcthe office of your
State Attorney General, which can be foundratv.naag.orgto find out if your state has this
law.

How do | prove that I'm an identity theft victim?

Applications or other transaction records related to the theft of glentity may help you prove
that you are a victim. For example, you may be able to show that the sigmaamepplication
is not yours. These documents also may contain information about theyitidsfithat is
valuable to law enforcement. By law, companies must give you a copy of tieatpplor other
business transaction records relating to your identity theft if youisybor request in writing,
accompanied by a police report.

Place a fraud alert on your credit report

Fraud alerts can help prevent an identity thief from opening any more ac@oyotir name.
Contact the toll-free fraud number of any of the three consumer reportingrtesipalow to
place a fraud alert on your credit report. You only need to contact one of thedimpanies to
place an alert. The company you call is required to contact the othewhich will place an alert
on their versions of your report, too. If you do not receive a confirmation from a ngnyjua
should contact that company directly to place a fraud alert.

Equifax: 1-800-525-6285yww.equifax.comP.O. Box 740241, Atlanta, GA 30374-0241

Experian: 1-888-EXPERIAN (397-3742)yww.experian.comP.O. Box 9532, Allen, TX 75013

TransUnion: 1-800-680-7289%vww.transunion.comrFraud Victim Assistance Division, P.O.
Box 6790, Fullerton, CA 92834-6790

Once you place the fraud alert in your file, you're entitled to order onedpgeot your credit
report from each of the three consumer reporting companies, and, if you askedalst four
digits of your Social Security number will appear on your credit reportse @ou get your credit
reports, review them carefully. Look for inquiries from companies yourfias@ntacted,
accounts you didn't open, and debts on your accounts that you can't explain. Check that
information, like your Social Security number, address(es), hame olsindial employers are
correct. If you find fraudulent or inaccurate information, get it removed.



There are two types of fraud alerts:iamial alert, and aextendedalert:

An initial alert stays on your credit report for at least 90 days.You may ask that an
initial fraud alert be placed on your credit report if you suspect you have leer, o
about to be, a victim of identity theft. An initial alert is appropriaieiir wallet has
been stolen or if you've been taken in by a "phishing" scam. When you placeahn initi
fraud alert on your credit report, you're entitled to order one free cegdittrfrom each
of the three nationwide consumer reporting companies, and, if you ask, onlst thoeita
digits of your Social Security number will appear on your credit reports.

An extended alert stays on your credit report for seven year&.ou can have an
extended alert placed on your credit report if you've been a victimmftidtheft and

you provide the consumer reporting company wittdemtity Theft ReportAn
automated ldentity Theft Report, such as the printed ID Theft Complaitdfzieairom
this Web site, should be sufficient to obtain an extended fraud alert. When gewapla
extended alert on your credit report, you're entitled to two free ceguditts within

twelve months from each of the three nationwide consumer reporting companies. |
addition, the consumer reporting companies will remove your name from mgrksts
for pre-screened credit offers for five years unless you ask theot iyour name back on
the list before then.

To place either of these alerts on your credit report, or to have them gmouewill be
required to provide appropriate proof of your identity: that may include youalS®curity
number, name, address and other personal information requested by the coggartiegr
company.

When a business sees the alert on your credit report, they mugtyeenifidentity before issuing
you credit. As part of this verification process, the business may try tactgou directly. This
may cause some delays if you're trying to obtain credit. To compensatedinigodglays, you
may wish to include a cell phone number, where you can be reached easily, in your alert
Remember to keep all contact information in your alert current.

Here is the reality about a fraud aleiit:is not a strong approach to thwarting future ID theft.
Your credit report is still accessible and an experienced thief will be aldadily create a state
ID with his or her picture in your name. The best method is to ‘freeze’ yedit ceport.
Currently 25 states have this law on the books, so half of the country does nittihaaéeguard
available to use. It is time to tighten up the ID theft laws, follow thigdiri&ll your
representative to help Americans protect their identitigttps://www.uspirg.org/action/financial-
privacy/call-to-stop-identity-theft

Continue to check your credit reports periodically, especially foritsteykear after you discover
the identity theft, to make sure no new fraudulent activity has occurred.

Submit an ID theft affidavit/report to all creditors involved

What is an Identity Theft Report?

An Identity Theft Report can be used to permanently block fraudulent infornfiedian
appearing on your credit report. An Identity Theft Report will also make lsese tdebts do not
reappear on your credit report. An Identity Theft Report can prevent a ngrnpen continuing
to collect debts that result from identity theft, or selling themherstfor collection. It's also
needed to place an extended fraud alert on your credit report.



Creating an Identity Theft Report may require two steps:

Step Oneis obtaining a copy of a report filed with a local, state, or fedesakétdorcement
agency, like your local police department, your State Attorney Gener&Bththe U.S. Secret
Service, the FTC, or the U.S. Postal Inspection Service. There is nd faderaquiring a
federal agency to take a report about identity theft; however, satedai/s require local police
departments to take reports. The law requires the report to proviaéchsinformation as you
can about the crime, including anything you know about the dates of the ideritityhihe
fraudulent accounts opened and the alleged identity thief. If you do not provideddeta
information, it may be impossible for consumer reporting companies antbcsetdi comply with
your requests. It is suggested that you file an online complaint form with ealR@ then ask
your local police department to incorporate a copy of the printed ID Theft @orhipito the
police report. By following this procedure, the consumer reporting company aimfatmeation
provider may require less additional information and/or documentation utegem ®o, below.

Step Twoof an Identity Theft Report depends on the policies of the consumer reportipgrgom
and the information provider (the business that sent the informatitie tonsumer reporting
company). That is, they may ask you to provide information or documentation in attolifna
included in the law enforcement report which is reasonably intended tp yeuif identity theft.
They must make their request within 15 days of receiving your law enfertaeport, or, if you
already obtained an extended fraud alert on your credit report, the date youyswlymgguest to
the credit reporting company for information blocking. The consumer repadimgany and
information provider then have 15 more days to work with you to make sure your |ddrafty
Report contains everything they need. They are entitled to take fiveadagrsew any
information you give them. For example, if you give them information 11 days lateréquest
it, they do not have to make a final decision until 16 days after they asked ybatfor
information. If you give them any information after the 15-day deadline, thesefmot your
Identity Theft Report as incomplete; you will have to resubmit your Idefligft Report with
the correct information.

You may find that most federal and state agencies, and some local polidengeps offer only
‘automated’ reports, reports that do not require a face-to-face meeting law enforcement
officer. Automated reports may be submitted online, or by telephone or mail. If yoa have
choice, do not use an automated report. The reason? It's more difficult fontwmer reporting
company or information provider to verify the information. Unless you are@skconsumer
reporting company to place an extended fraud alert on your credit report, ifeyan astomated
report the consumer reporting company or information provider will probaklycasto provide
additional information or documentation.

File an online complaint with the Federal Trade Commission

You can file a complaint with the FTC using the online complaint form dlaiktwww.ftc.gov,
or call the FTC's Identity Theft Hotline, toll-free: 1-877-ID-THEFI38-4338); TTY: 1-866-
653-4261; or write Identity Theft Clearinghouse, Federal Trade Commission, 600 IPaniasy
Avenue, NW, Washington, DC 20580. Be sure to call the Hotline to update your coniplaint
you have any additional information or problems.

By sharing your identity theft complaint with the FTC, you will provid@dmant information
that can help law enforcement officials across the nation track down ydiirgites and stop



them. The FTC can refer victims' complaints to other government ageanail companies for
further action, as well as investigate companies for violationssftlae agency enforces.

Additionally, you can provide a printed copy of your online Complaint form to theegoti
incorporate into their police report. The printed FTC ID Theft Complaimpnjunction with the
police report, can constitute an Identity Theft Report and entitle youtsorcprotections. This
Identity Theft Report can be used to (1) permanently block fraudulent iafiomfrom
appearing on your credit report; (2) ensure that debts do not reappear on youepozti(3)
prevent a company from continuing to collect debts that result from idémeity and (4) place
an extended fraud alert on your credit report.

Credit Bureau Obligations

Consumer reporting companies will block fraudulent information from appeamirygur credit
report if you take the following steps: Send them a copy of an Identity Repbrt and a letter
(see sample letter) telling them what information is frauduleme letter also should state that the
information does not relate to any transaction that you made or authorizdditiora provide
proof of your identity that may include your Social Security number, name, addrésghar
personal information requested by the consumer reporting company.

The consumer reporting company has four business days to block the frautfolemtion after
accepting your identity theft report. It also must tell the informatiowiger that it has blocked
the information. The consumer reporting company may refuse to blockdhea&tion or remove
the block if, for example, you have not told the truth about your identity thdit fdnsumer
reporting company removes the block or refuses to place the block, itetnyst know.

The blocking process is only one way for identity theft victims to dealfraudulent
information. There's also the "reinvestigation process," which wagniekto help all consumers
dispute errors or inaccuracies on their credit reports.

Information Provider (Creditor) Obligations

Information providers stop reporting fraudulent information to the consteperting companies
once you send them an Identity Theft Report and a letter explaining thatatmdtion that
they're reporting resulted from identity theft. But you must send your Identify Report and
letter to the address specified by the information provider. Notéhgaatformation provider may
continue to report the information if it later learns that the in&tiom does not result from
identity theft.

Any consumer reporting company that has accepted your Identity Theft Replargated to
notify the information provider about the block. If a consumer reporting complisgrte
information provider that it has blocked fraudulent information in youtitreport, the
information provider may not continue to report that information to theuoogisreporting
company. The information provider also may not collect the debt that reldabesftaudulent
account, or sell that debt to anyone else who would try to collect it.

Should | apply for a new Social Security number?

Under certain circumstances, the Social Security Administration mag y&sl a new Social
Security number - at your request - if, after trying to resolve the problemghtron by identity
theft, you continue to experience problems. Consider this option carefully. A neal Seciirity



number may not resolve your identity theft problems, and may actually creatgaot@ems. For
example, a new Social Security number does not necessarily ensure a nerecoediibecause
credit bureaus may combine the credit records from your old Social {geaurber with those
from your new Social Security number. Even when the old credit information éssotiated
with your new Social Security number, the absence of any credit history unadergw Social
Security number may make it more difficult for you to get credit. Andljindoere's no
guarantee that a new Saocial Security number wouldn't also be misused by ianttaeht

What do thieves do with a stolen identity?

Once they have your personal information, identity thieves use it ineyaf ways.
Credit card fraud:
They may open new credit card accounts in your name. When they use the cards and
don't pay the bills, the delinquent accounts appear on your credit report.
They may change the billing address on your credit card so that you no longer rece
bills, and then run up charges on your account. Because your bills are now sent to a
different address, it may be some time before you realize there's a problem.
Phone or utilities fraud:
They may open a new phone or wireless account in your name, or run up charges on your
existing account.
They may use your name to get utility services like electricity, igatr cable TV.
Bank/finance fraud:
They may create counterfeit checks using your name or account number.
They may open a bank account in your name and write bad checks.
They may clone your ATM or debit card and make electronic withdrawals you, nam
draining your accounts.
They may take out a loan in your name.
Government documents fraud:
They may get a driver's license or official ID card issued in your nameitutheir
picture.
They may use your name and Social Security number to get government benefits.
They may file a fraudulent tax return using your information.
Other fraud:
- They may get a job using your Social Security number.
They may rent a house or get medical services using your name.
They may give your personal information to police during an arrest. Iidbey show up
for their court date, a warrant for arrest is issued in your name.

How can vou find out if your identity was stolen?

The best way to find out is to monitor your accounts and bank statements each nibotigck
your credit report on a regular basis.

Unfortunately, many consumers learn that their identity has been stt@des@he damage has
been done.

You may find out when bill collection agencies contact you for overdue debts yeu nev
incurred.

You may find out when you apply for a mortgage or car loan and learn that problems
with your credit history are holding up the loan.
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You may find out when you get something in the mail about an apartment you never
rented, a house you never bought, or a job you never held.

How long can the effects of identity theft last?

It's difficult to predict how long the effects of identity theft may lingehat's because it depends
on many factors including the type of theft, whether the thief sold or passeithfpgraration on
to other thieves, whether the thief is caught, and problems relatedéotcay your credit report.

Victims of identity theft should monitor financial records for selemonths after they discover
the crime. Victims should review their credit reports once every thoghs in the first year of
the theft, and once a year thereafter. Stay alert for other signsofyidieft.

Don't delay in correcting your records and contacting all companies that opaumndwaldnt
accounts. Make the initial contact by phone, even though you will normally nedidvodp in
writing. The longer the inaccurate information goes uncorrected, the libngktake to resolve
the problem.

Bank Accounts and Fraudulent Withdrawals

Different laws determine your legal remedies based on the type ofaatckyfou have suffered.
For example, state laws protect you against fraud committed by a thigfpager documents,
like stolen or counterfeit checks. But if the thief used an electfand transfer, federal law
applies. Many transactions may seem to be processed electronicallg btill aonsidered
"paper"” transactions. If you're not sure what type of transactiohigfaused to commit the
fraud, ask the financial institution that processed the transaction.

Fraudulent Electronic Withdrawals

The Electronic Fund Transfer Act provides consumer protections frgaitaons involving an
ATM or debit card, or another electronic way to debit or credit an accoulso liraits your
liability for unauthorized electronic fund transfers. You have 60 days from thgalatbank
account statement is sent to you to report in writing any money withdrawry@nenaccount
without your permission. This includes instances when your ATM or debitcéskimmed'-
that is, when a thief captures your account number and PIN without your card haaririgdieor
stolen.

If your ATM or debit card is lost or stolen, report it immediately liseahe amount you can be
held responsible for depends on how quickly you report the loss:

If you report the loss or theft within two business days of discovery, yaedase
limited to $50.

If you report the loss or theft after two business days, but within 60 dayghedt
unauthorized electronic fund transfer appears on your statement, you could tose up
$500 of what the thief withdraws.

If you wait more than 60 days to report the loss or theft, you could lose atioihey that
was taken from your account after the end of the 60 days.

Note: VISA and MasterCard voluntarily have agreed to limit consumers' tyafoli

unauthorized use of their debit cards in most instances to $50 per card, no ovatiasdin time
has elapsed since the discovery of the loss or theft of the card.
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The best way to protect yourself in the event of an error or frauduleradtamsis to call the
financial institution and follow up in writing by certified letter, retueceipt requested so you
can prove when the institution received your letter. Keep a copy of theylett send for your
records.

After receiving your notification about an error on your statement, théuitiati generally has 10
business days to investigate. The institution must tell you the resitksinvestigation within
three business days after completing it and must correct an etnor arie business day after
determining that it occurred. If the institution needs more time, it mayupko 45 days to
complete the investigation but only if the money in dispute is returnesbtoagcount and you
are notified promptly of the credit. At the end of the investigation, if rar &as been found, the
institution may take the money back if it sends you a written explanation.

Fraudulent Checks and Other "Paper" Transactions

In general, if an identity thief steals your checks or counterfieésks from your existing bank
account, stop payment, close the account, and ask your bank to notify Chex Systemnshénc
check verification service with which it does business. That waajle®s can be notified not to
accept these checks. While no federal law limits your lossesiésne uses your checks with a
forged signature, or uses another type of "paper" transaction such as a deaftasthtdr laws
may protect you. Most states hold the bank responsible for losses fromasgattions. At the
same time, most states require you to take reasonable care of youtt.d€ooerample, you may
be held responsible for the forgery if you fail to notify the bank in a yirmeinner that a check
was lost or stolen. Contact your state banking or consumer protection &gemoye
information.

You can contact major check verification companies directly for flenfimg services:

To request that they notify retailers who use their databases roaefot gour checks, call:
TeleCheck at 1-800-710-9898 or 1-800-927-0188
Certegy, Inc. (previously Equifax Check Systems) at 1-800-437-5120

To find out if the identity thief has been passing bad checks in your natne, cal
SCAN: 1-800-262-7771

If your checks are rejected by a merchant, it may be because an itkeetity using the

Magnetic Information Character Recognition (MICR) code (the numbers atttioenbaf

checks), your driver's license number, or another identification number. 8rishant who rejects
your check should give you its check verification company contact informsdigou can find

out what information the thief is using. If you find that the thief is ugwy MICR code, ask

your bank to close your checking account, and open a new one. If you discover that the thief
using your driver's license number or some other identification number, vitbrigagur DMV or
other identification issuing agency to get new identification with new ntsnl@sce you have
taken the appropriate steps, your checks should be accepted.

Note:
The check verification company may or may not remove the information abdut@fe

code or the driver's license/identification number from its databasedethis
information may help prevent the thief from continuing to commit fraud.
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If the checks are being passed on a new account, contact the bank to close the account
Also contact Chex Systems, Inc. to review your consumer report to makéaiume t

other bank accounts have been opened in your name.

Dispute any bad checks passed in your name with merchants so they don't start any
collections actions against you.

Fraudulent New Accounts

If you have trouble opening a new checking account, it may be because ag tefthias been
opening accounts in your name. Chex Systems, Inc. produces consumer reportakpabidut
checking accounts, and as a consumer reporting company, is subject to thediaR &prarting
Act. You can request a free copy of your consumer report by contacting Chex Systertiis

you find inaccurate information on your consumer report, follow the procedures@muecting
Fraudulent Information in Credit Repottsdispute it. Contact each of the banks where account
inquiries were made, too. This will help ensure that any fraudulently opecedrds are closed.

Chex Systems, Inc.: 1-800-428-9628yw.chexhelp.com
Fax: 602-659-2197

Chex Systems, Inc.

Attn: Consumer Relations

7805 Hudson Road, Suite 100

Woodbury, MN 55125

Bankruptcy Fraud

If you believe someone has filed for bankruptcy in your name, write to the W&e&rin the
region where the bankruptcy was filed. A list of the U.S. Trustee Programigiral Offices is
available atvww.usdoj.gov/ustor check the Blue Pages of your phone book under U.S.
Government Bankruptcy Administration.

In your letter, describe the situation and provide proof of your identity. Theltu&ee will

make a criminal referral to law enforcement authorities if you gegppropriate documentation
to substantiate your claim. You also may want to file a complaint with the U@n@y and/or

the FBI in the city where the bankruptcy was filed. The U.S. Trustee dopsonate legal
representation, legal advice, or referrals to lawyers. That means yoes to hire an attorney
to help convince the bankruptcy court that the filing is fraudulent. TheTtuStee does not
provide consumers with copies of court documents. You can get them from the banKergisy c
office for a fee.

Correcting Fraudulent Information in Credit Reports

The Fair Credit Reporting Act (FCRA) establishes procedureofoeating fraudulent
information on your credit report and requires that your report be madaldeanly for certain
legitimate business needs.

Under the FCRA, both the consumer reporting company and the information provider (the
business that sent the information to the consumer reporting company), sucargsor credit
card company, are responsible for correcting fraudulent information irrgpart. To protect
your rights under the law, contact both the consumer reporting company and thatiaiorm
provider.
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Credit Cards

The Fair Credit Billing Act establishes procedures for resolvinmbirrors on your credit card
accounts, including fraudulent charges on your accounts. The law alsoylunitBability for
unauthorized credit card charges to $50 per card. To take advantage ofgdlu@tesumer
protections, younust:

Write to the creditor at the address given for "billing inquirie€)T™the address for

sending your payments. Include your name, address, account number, and a description
of the billing error, including the amount and date of the errorS8e®le Dispute Letter

for Existing Accounts

Send your letter so that it reaches the creditor within 60 days afténsth®ll containing

the error that was mailed to you. If an identity thief changed the addrgssiioaccount

and you didn't receive the bill, your dispute letter still must reach td@argvithin 60

days of when the creditor would have mailed the bill. This is one reasessgéntial to

keep track of your billing statements, and follow up quickly if your bills doniteaon

time.

You should send your letter by certified mail, and request a return recégtoltnes your proof
of the date the creditor received the letter. Include copies (NOihalsyof your police report or
other documents that support your position. Keep a copy of your dispute letter.

The creditor must acknowledge your complaint in writing within 30 days aftemiag it, unless
the problem has been resolved. The creditor must resolve the dispuetwithpilling cycles
(but not more than 90 days) after receiving your letter.

Criminal Violations

Procedures to correct your record within criminal justice datalzasegary from state to state,
and even from county to county. Some states have enacted laws with speecilisor
identity theft victims to follow to clear their names. You should check thitoffice of your
state Attorney General, but you can use the following information asesajguide.

If wrongful criminal violations are attributed to your name, contact the pofiseriff's
department that originally arrested the person using your identity, ootineagency that issued
the warrant for the arrest. File an impersonation report with theegelieriff's department or the
court, and confirm your identity: Ask the police department to take agfiutifs/our fingerprints,
photograph you, and make copies of your photo identification documents, like yousdriver'
license, passport, or travel visa. To establish your innocence, askitteetpa@ompare the prints
and photographs with those of the imposter.

If the arrest warrant is from a state or county other than where youdk/goar local police
department to send the impersonation report to the police departmeajunisdiction where the
arrest warrant, traffic citation, or criminal conviction originated.

The law enforcement agency should then recall any warrants and istearance letter" or
"certificate of release"” (if you were arrested/booked). Youddrn® keep this document with you
at all times in case you're wrongly arrested again. Ask the law enfentegency to file the
record of the follow-up investigation establishing your innocence with théctettorney's

(D.A.) office and/or court where the crime took place. This will rasudin amended complaint.
Once your name is recorded in a criminal database, it's unlikely thidithe completely
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removed from the official record. Ask that the "key name" or "primary hé@ehanged from
your name to the imposter's name (or to "John Doe" if the imposter's trugyidendt known),
with your name noted as an alias.

You'll also want to clear your name in the court records. To do so, you'll need toidetetich
state law(s) will help you with this and how. If your state has no formal guoedor clearing
your record, contact the D.A.'s office in the county where the caserigamlly prosecuted. Ask
the D.A.'s office for the appropriate court records needed to clear yoer aion may need to
hire a criminal defense attorney to help you clear your name. Contact LegaéSén your state
or your local bar association for help in finding an attorney.

Finally, contact your state Department of Motor Vehicles (DMV)nid but if your driver's
license is being used by the identity thief. Ask that your files be fthfygepossible fraud.

Debt Collectors

The Fair Debt Collection Practices Act prohibits debt collectars fnsing unfair or deceptive
practices to collect overdue bills that a creditor has forwardembfi@ction, even if those bills
don't result from identity theft.

You can stop a debt collector from contacting you in two ways:
- Write a letter to the collection agency telling them to stop. Once thedigdattor
receives your letter, the company may not contact you again with two iexsegdthey
can tell you there will be no further contact, and they can tell you that theallelator
or the creditor intends to take some specific action.
Send a letter to the collection agency, within 30 days after you receiitegshwiotice of
the debt, telling them that you do not owe the money. Include copies of documents that
support your position. Including a copy (NOT original) of your police report may be
useful. In this case, a collector can renew collection activitigsibilsends you proof of
the debt.

If you don't have documentation to support your position, be as specific as possiblerabthg w
debt collector is mistaken. The debt collector is responsiblefatiisg you proof that you're
wrong. For example, if the debt you're disputing originates from a credityoa never applied
for, ask for a copy of the application with the applicant's signafimen, you can prove that it's
not your signature.

If you tell the debt collector that you are a victim of identity theft amldbllecting the debt for
another company, the debt collector must tell that company that you may tienao¥identity
theft.

While you can stop a debt collector from contacting you, that won't get rid oélthétself. It's
important to contact the company that originally opened the accounptdgalibe debt,
otherwise that company may send it to a different debt collectartiepn your credit report, or
initiate a lawsuit to collect on the debt.

Driver's License

If you think your name or Social Security number is being used by an identity thitfdo g
driver's license or a non-driver's ID card, contact your state DegrarshMotor Vehicles
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(DMV). If your state DMV uses your Social Security number as your drivegsde number, ask
to substitute another number.

Mail Theft

The U.S. Postal Inspection Service (USPIS) is the law enforcemenif #hen U.S. Postal Service
and investigates cases of identity theft. The USPIS has primaryigtigadn all matters
infringing on the integrity of the U.S. mail. If an identity thief has stgleur mail to get new
credit cards, bank or credit card statements, pre-screenedaffedit or tax information, or has
falsified change-of-address forms or obtained your personal informatamrgtha fraud
conducted by mail, report it to your local postal inspector.

You can locate the USPIS district office nearest you by calling your postloffice, checking
the Blue Pages of your telephone directory, or visitimgv.usps.gov/websites/depart/inspect

Medical Identity Theft

Medical identity theft occurs when someone uses your personal informatiautwour
knowledge or consent to obtain, or receive payment for, medical treatemides, or goods.

Victims of medical identity theft may find that their medical recadsinaccurate, which can
have a serious impact on their ability to obtain proper medical caiesamdnce benefits.

To detect medical identity theft, consider the following steps:
- Closely monitor any “Explanation of Benefits” sent by public or private héadurers.

If anything appears wrong, raise questions with the insurer or the provider. Do not
assume that there are no problems simply because you may not owe any money.
Once a year (or more often, if you believe there is cause for concermstadisting of
benefits paid in your name by any health insurers that might have made su@mizaym
on your behalf.
Monitor your credit reports with the nationwide credit reporting comganigquifax,
Experian, and TransUnion — to identify reports of medical debts.

You also have rights under federal law that can assist you in correcticgriagcmedical

records. These rights are described in greater detailrathhs.gov/ocr/hipaa

Passport Fraud

If you've lost your passport, or believe it was stolen or is being used fratigub®ntact the
United States Department of State (USDS) through
www.travel.state.gov/passport/passport_1738.jomtall a local USDS field office. Local field
offices are listed in the Blue Pages of your telephone directory.

Phone Fraud

If an identity thief has established phone service in your name, is making uimdloals that
seem to come from and are billed to your cellular phone, or is using your caltthgnd PIN,
contact your service provider immediately to cancel the accoufdragadling card. Open new
accounts and choose new PINSs. If you're having trouble getting fraudulent phayescha
removed from your account or getting an unauthorized account closed, contgutrityeriate
agency below:
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For local service, contact your state Public Utility Commission.

For cellular phones and long distance, contact the Federal CommunicationssSam
(FCC) atwww.fcc.gov The FCC regulates interstate and international communications
by radio, television, wire, satellite, and cable. Call: 1-888-CALL-FCTY:T1-888-
TELL-FCC; or write: Federal Communications Commission, Consumer Infarma
Bureau, 445 12th Street, SW, Room 5A863, Washington, DC 20554. You can file
complaints online avww.fcc.goy, or e-mail your questions focinfo@fcc.gov

Social Security Number Misuse

If you have specific information of Social Security number misuse that irestiheebuying or selling
of Social Security cards, may be related to terrorist activity, or is desigrabtain Social Security
benefits, contact the Social Security Administration (SSA) Office of theetiter General. You may
file a complaint online avww.socialsecurity.gov/oigcall toll-free: 1-800-269-0271, fax: 410-597-
0118, or write: SSA Fraud Hotline, P.O. Box 17768, Baltimore, MD 21235.

You also may call SSA toll-free at 1-800-772-1213 to verify the accuracy of thegareported on
your Social Security number, request a copy of your Social Security Statemget a replacement
Social Security number card if yours is lost or stolen. Follow up in writing.

Student Loans

Contact the school or program that opened the student loan to close the loan. At thesarapdrt
the fraudulent loan to the U.S. Department of Education. Call the Inspector Getetlifie toll-free at
1-800-MIS-USED:; visitvww.ed.gov/about/offices/list/oig/hotline.html?srg=rt

or write: Office of Inspector General, U.S. Department of Education, 400&hdnAvenue, SW,
Washington, DC 20202-1510.

Tax Fraud

The Internal Revenue Service (IRS) is responsible for administering andiegfasclaws. Identity
fraud may occur as it relates directly to your tax records. Wisiv.irs.govand type in the IRS key
word "Identity Theft" for more information.

If you have an unresolved issue related to identity theft, or you have sufferechboat¢o suffer a
significant hardship as a result of the administration of the tax laws, visRg&dxpayer Advocate
Servicewww.irs.gov/advocatedr call toll-free: 1-877-777-4778.

If you suspect or know of an individual or company that is not complying with the tax [zovt iteto
the Internal Revenue Service Criminal Investigation Informant Hotlrzaling toll-free: 1-800-829-
0433 or visitwww.irs.govand type in the IRS key word "Tax Fraud."

What if I'm still having problems?

There are cases where victims do everything right and still spend yeang) aatii problems related
to identity theft. The good news is that most victims can get their cases delsplioeing vigilant,
assertive and organized. Don't procrastinate on contacting companies to addreddehespbon't
be afraid to go up the chain of command or make complaints, if necessary. Keep orgiasiziéd fi
you haven't filed a complaint with the FTC or updated it, you should do so and provideaetels
problems that you are having. You also can call the FTC hotline (1-877-ID-TH&EIk twith one
of their counselors. If your problems are stemming from a failure of a partyftormpeis legal
obligations, you may want to consult an attorney who specializes in such violationstCeged
Services in your state or your local bar association for help in finding an attorney
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Sample Letter - Request for Fraudulent TransactionAccount Information

To:
Account Number:
Description of fraudulent transaction/account:

From: [Name]
[Address]
[Telephone Number]

As we discussed on the phone, | am a victim oftitletheft. The thief made a fraudulent transatto opened a fraudulent
account with your company. Pursuant to federa) laam requesting that you provide me, at no chargeies of application
and business records in your control relating éofthudulent transaction.

Pursuant to the law, | am providing you with thde@ing documentation, so that you can verify mgntity:

(A) A copy of my driver’s license or other governméssued identification card; and
(B) A copy of the police report about the identiteft; and
© A copy of the identity theft affidavit, on tfierm made available by the Federal Trade Commission

Please provide all information relating to the flalent transaction, including:
Application records or screen prints of Internetipd applications
Statements
Payment/charge slips
Investigator’'s summary
Delivery addresses
All records of phone numbers used to activate to®ant or used to access the account
Any other documents associated with the account.

Please send the information to me at the aboveeasldiin addition, | am designating a law enforagroéicer to receive the
information from you. This officer is investigaginmy case. The law enforcement officer's nameresidand telephone
number is: [insert]. Please also send all docusnentl information to this officer.

Sincerely,
[Your Name]
Enclosures: (what you are including as supportindesce)

Sample Dispute Letter for Existing Accounts

[Date]

[Your Name]

[Your Address]

[Your City, State, Zip Code]
[Your Account Number]

[Name of Creditor]

Billing Inquiries

[Address]

[City, State, Zip Code]

Dear Sir or Madam:

| am writing to dispute a fraudulent [charge/debit]my account in the amount of $___. | am awiaif identity theft, and |
did not make this [charge/debit]. | am requesthrat the [charge be removed/the debit reinstatbd},any finance and other
charges related to the fraudulent amount be cekdiewell, and that | receive an accurate statemen

Enclosed is a copy of my Identity Theft Report supipg my position.

Please investigate this matter and correct thaléient [charge/debit] as soon as possible.

Sincerely,

[Your Name]
Enclosures: (what you are including as supportindesce)
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Sample Dispute Letter for New Accounts

[Date]

[Your Name]

[Your Address]

[Your City, State, Zip Code]

[Your Account Number (if known)]

[Name of Creditor]
Billing Inquiries
[Address]

[City, State, Zip Code]

Dear Sir or Madam:

| am a victim of identity theft. | have recentBarned that my personal information was used ta @peaccount at your
company. | did not open this account, and | annesting that the account be closed and that | behedd of all charges on
the account.

Enclosed is a copy of my Identity Theft Report suipg my position.

Please investigate this matter, close the accouhabsolve me of all charges, take the steps redjoiryou under the FCRA,
and send me a letter confirming your findings actibas, as soon as possible.

Sincerely,
[Your Name]

Enclosures: (what you are including as supportindesce)

Sample Blocking Letter Credit Bureaus

[Date]

[Your Name]

[Your Address]

[Your City, State, Zip Code]

Complaint Department
[Name of Credit Bureau]
[Address]

[City, State, Zip Code]

Dear Sir or Madam:

I am a victim of identity theft. | am writing to geest that you block the following fraudulent infation in my file. This
information does not relate to any transaction kive made. The items also are circled on tteeladtd copy of the report |
received. (Identify item(s) to be blocked by nameaurce, such as creditors or tax court, and if§etype of item, such as
credit account, judgment, etc.)

Enclosed is a copy of the law enforcement repgaming my identity theft. Please let me know ifiytieed any other
information from me to block this information on rogedit report.

Sincerely,

[Your Name]
Enclosures: (What you are including as supportiridesce)
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FCRA 609(e) (15 U.S.C. § 1681g(e)) Disclosures torGumers —
Information Available to Victims

(e) Information available to victims
(1) In general
For the purpose of documenting fraudulent transastiresulting from identity theft, not later thad 3
days after the date of receipt of a request frovictm in accordance with paragraph (3), and suhjec
verification of the identity of the victim and tledaim of identity theft in accordance with paradrgg),
a business entity that has provided credit to, igexV for consideration products, goods, or servioes
accepted payment from, or otherwise entered intmramercial transaction for consideration with, a
person who has allegedly made unauthorized uséefiteans of identification of the victim, shall
provide a copy of application and business trammaatecords in the control of the business entity,
whether maintained by the business entity or bytleroperson on behalf of the business entity,
evidencing any transaction alleged to be a resuttemtity theft to--

(A) the victim;

(B) any Federal, State, or local government law eefoent agency or officer specified by the victim
in such a request; or

(C) any law enforcement agency investigating the itetheft and authorized by the victim to take
receipt of records provided under this subsection.

(2) Verification of identity and claim
Before a business entity provides any informatioder paragraph (1), unless the business entitys at
discretion, otherwise has a high degree of confidethat it knows the identity of the victim makiag
request under paragraph (1), the victim shall ptevo the business entity--

(A) as proof of positive identification of the victimt the election of the business entity--

(i) the presentation of a government-issued identifinacard;

(i) personally identifying information of the same éyas was provided to the business entity by the
unauthorized person; or

(i) personally identifying information that the busiseentity typically requests from new
applicants or for new transactions, at the tim¢hefvictim's request for information, including any
documentation described in clauses (i) and (g a

(B) as proof of a claim of identity theft, at the eien of the business entity--
(i) a copy of a police report evidencing the clainthef victim of identity theft; and

(ii) a properly completed--

() copy of a standardized affidavit of identity thefeveloped and made available by the
Commission; or

(I an affidavit of fact that is acceptable to theibess entity for that purpose.
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(3) Procedures
The request of a victim under paragraph (1) shall--
(A) be in writing;
(B) be mailed to an address specified by the busie#y, if any; and

(C) if asked by the business entity, include relevafdrmation about any transaction alleged to be a
result of identity theft to facilitate compliancetiwthis section including--

() if known by the victim (or if readily obtainableylithe victim), the date of the application or
transaction; and

(i) if known by the victim (or if readily obtainableybbhe victim), any other identifying information
such as an account or transaction nhumber.

(4) No charge to victim
Information required to be provided under paragrdptshall be so provided without charge.
(5) Authority to decline to provide information

A business entity may decline to provide informatioder paragraph (1) if, in the exercise of gauthf
the business entity determines that--

(A) this subsection does not require disclosure ofrtfegmation;
(B) after reviewing the information provided pursuémtparagraph (2), the business entity does not
have a high degree of confidence in knowing thes tidentity of the individual requesting the

information;

(C) the request for the information is based on aepigsentation of fact by the individual requesting
the information relevant to the request for infotima or

(D) the information requested is Internet navigatiatath or similar information about a person's visit
to a website or online service.

(6) Limitation on liability

Except as provided in section 1681s of this tilections 1681n and 16810 of this title do not apply
any violation of this subsection.

(7) Limitation on civil liability

No business entity may be held civilly liable unaery provision of Federal, State, or other law for
disclosure, made in good faith pursuant to thiseation.

(8) No new recordkeeping obligation
Nothing in this subsection creates an obligationtlua part of a business entity to obtain, retain, o
maintain information or records that are not ottisewequired to be obtained, retained, or mainthine

the ordinary course of its business or under cibeficable law.

(9) Rule of construction
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(A) In general
No provision of subtitle A of title V of Public Law06-102, prohibiting the disclosure of financial
information by a business entity to third partiealsbe used to deny disclosure of informationte t
victim under this subsection.
(B) Limitation
Except as provided in subparagraph (A), nothinthis subsection permits a business entity to ds&clo
information, including information to law enforcenteunder subparagraphs (B) and (C) of paragraph
(1), that the business entity is otherwise probibifrom disclosing under any other applicable
provision of Federal or State law.
(10) Affirmative defense
In any civil action brought to enforce this subgattit is an affirmative defense (which the defentd
must establish by a preponderance of the evideioced business entity to file an affidavit or answe
stating that--
(A) the business entity has made a reasonably dilggartch of its available business records; and
(B) the records requested under this subsection dexisitor are not reasonably available.
(11) Definition of victim
For purposes of this subsection, the term "victm#ans a consumer whose means of identification or
financial information has been used or transfe(mechas been alleged to have been used or traedjerr

without the authority of that consumer, with théeint to commit, or to aid or abet, an identity thafa
similar crime.
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